BLUELAVA

Blue Lava Methodology for determining
risk scores across CMM requirements

Overview

To help security teams understand the relationship between risk and maturity, Blue Lava mapped
the requirements from our capability maturity model (CMM) to various risk scenarios based on their
relevance and importance to calculate a weighted average coverage score specific to the identified
risk scenario. This was done using the VERIS (Vocabulary for Event Recording and Incident Sharing)
risk model, which drives the widely used Verizon Data Breach Investigations Report, to map our
security requirements to the risk scenarios via security objectives and the potential risk impact of
the requirement.

The Blue Lava Risk Catalog includes four risk categories that define the Blue Lava risk taxonomy.
The format of the Blue Lava-defined categories is consistent with the VERIS framework used by
Verizon DBIR.

e Each category includes a fixed number of categorization elements (also referred to as
attributes). Each attribute is assigned a unique rating (O to 4).

e The degree of importance of each attribute is determined according to the rating scale.
Weighted average calculation considers the varying degrees of importance of each attribute

in a given category.

e Aformulais used to compute the risk score for each CMM requirement across all risk events
in the Catalog.

e Final risk score is the average of scores computed for each risk category.

Note: The rating values for different attributes are periodically updated to refine scores and to
ensure that they represent the latest cybersecurity trends.



Establishing relevance between risk events defined in the
Catalog and CMM requirements

Requirement risk score is a decimal value (between O and 1) that signifies the applicability of the
control outlined in the requirement declaration to a given risk event. The Blue Lava CMM uses the
weighted average algorithm to compute the average risk scores per each requirement presented in
the CMM framework. Having pre-computed risk scores applied to the assessment results enables
effective identification and prioritization of top controls (or countermeasures) that the organization
should consider in order to manage applicable cyber risks.

Currently there are four categories included in the risk catalog that defines the Blue Lava Risk
Taxonomy:

1. Security objective (Attributes: confidentiality, integrity, security)
2. Asset (Attributes: server, mobile, workstation, database, media, network, user)
3. Actor (Attributes: internal, external, partner)

4. Action (Attributes: malware, hacking, social, misuse, physical, error, environmental)

The format of the Blue Lava-defined categories is consistent with the VERIS framework. VERIS
framework provides a set of metrics designed to ensure a common language for describing security
incidents in a structured and repeatable manner.
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To establish the ratings for risk events we worked with a group of security experts who provided
attribute ratings for each event in the Catalog (independently). The candidate ratings from the array
of multiple values were selected according to the following rules:

1. Objective Category (C/ A/ I):
e when only 1 of 3 properties is rated, then choose the smallest value
e when 2 of 3 properties are rated then each of them should be rated 3 (for example: 3/0/3)

e when 3 properties are affected then each one should be ranked as 2 (2/2/2)
2. Asset & Action Categories: choose the smallest value in the range
3. Actor Category: apply 2/4/1 ratio (per DBIR data: the split is roughly 20% / 75% / 5%)
Next, the candidate values were refined by Blue Lava according to various metrics from DBIR
2020/21 reports (VERIS datasets), and other sources.’

Once the rating values are established, the following formula is used to compute the risk score for
each CMM requirement across all risk events in the Catalog:

where:
" n is the number of attributes in a given category to be averaged
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)} E[- C denotes a Category (Objective, Asset, Actor, Action)

i=1
denotes the sum

M

Final risk score is the average of scores computed for each risk category:
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The rating values for different attributes are regularly updated to refine the risk scores and to ensure

that they represent the latest cybersecurity trends.



Example

How computing risk score algorithm is calculated:
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finance stakeholders, pivoting from reactive to proactive decision making. Communicate security program results and needs to business

stakeholders with consistency and ease.
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